








PENNSTATE HERSHEY

ﬁ %gé?gals Clélgigf}ey Information Technology Account Request Form

Section 5...Guests (Non-HMC/COM workforce members) User Agreement/Authorization
(i.e. auditors, external clinicians, guest faculty, monitors, referring physicians, ete. may sign section 5 in
lieu of signing section 4)

By signing this document I represent that:

. Tunderstand that Federal and state laws (i.e. IHIPAA and the Commonwealth of Pennsylvania Breach of Personal Information Notification Act) regulate the
acquisition and access of protected health information and other personally identifiable information, and the use of computer facilities, clectronically encoded
data and computer software.

2. Tagree to limit my access and use of my HMC/COM Guest Access Account to minimal necessary use to accomplish authorized work in support of the
missions of the Iershey Medical Center (i.e. including auditing, accreditation reviews, compliance, regulatory audits , authorized monitoring of research
studies, teaching and education).

3. 1have previously completed a Privacy and Tnformation Security Awareness and Education program sponsored by my agency, corporation, university and/or
employer; or completed the HMC/COM Information Privacy and Information Security Awareness and Education Program,

4. Where I demonstrate a need to know and right to know, and I am granted access to the HMC’s Confidential Business Information (e.g. Student Data,
Employee data, etc.) or Protected Health Information (hard copy or electronic medical records), T will take prudent and responsible measures to sateguard the
information from unauthorized acquisition and access.

To comply with HIPAA and the Breach of Personal Information Notification Act, Title 73, Chapter 43 of the Pennsylvania Statutes, I agree to provide
HMC/COM timely notice of known or foreseeable unauthorized acquisition and access of individuals® protected information (i.e. a loss or breach of data
entrusted to me or my employer).

wn

6. Where I am authorized to creale, review, update, store, transmit or exchange HMC/COM Protected Health Information, I will implement good information
security controls to safeguard the confidentiality, integrity and availability of the data as specified under the United States Health and Human Services HIPAA
Privacy and Security rule.

7. Twill report issucs and concems in a timely fashion to my HMC/COM Guest Access Sponsor or in their absence to the 24 hours IT Technical Support Center
at 717-531-6281.

8. Tunderstand that the HMC/COM maintains electronic access logs for company owned and managed electronic information systems and networks; and that
representatives of the HMC/COM reserve the right to monitor and review these logs to safeguard the confidentiality, integrity and availability of mission
critical systems.

9. Thave access to, read, understand and agree to abide by the HMC/COM Guest Access Systemn Users Responsibilitics outlined in Appendix A (attached); and
my sponsor has made the detailed HMC/COM Guest Access Policy and Procedure available to me.

10. Tunderstand that my USERID and password are to be used solely by me in connection with my authorized access. T agree to choose a difficult to guess
password. T understand that I am required to sign off from the computer when T have completed authorized access, or when T physically leave the workstation,

and that any access under my USERID and password by another person is my responsibility.

My signature below represents my acceptance of the conditions of use outlined in section 5 above

Applicant’s Signature: Date:

Note: As the authorizing party for this applicant, and reflected by my signature below, I have verified that this
applicant requires the requested system access/classification to perform daily business responsibilities.

HMC/COM Sponsor Name: Date:

Extension:
HMC/COM Sponsor Signature:
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Information Technology Account Request Form Name

Section A ... Eclipsys  hitp:/infonet.hme psu.edu/it/services/accounts/systemsecurity/eclipsys.htm

Department Name:

Printer for Reports, Forms and/or Labels:

Please Select

Classification:

Information Owner Authorization:

Section B ... Lawson hitp:/infonet.hme.psu.edu/lawson/forms/secform.htm

[IProduction [ IDevelopment

Employee Lawson 1D:

Section C ... DocFinity / Intraviewer

Department : Group:

Information Owner Authorization:

Section D ... Connected/Powerchart (CIS) http://infonet.hme.psu.edu/cis/account/pePositions. xls

Please Select ISurgeon Specialty-REQUIRED for Surgeons

Connected System Position

Ending Date if Applicable

Information Owner Authorization:

Section E ... Remedy

Group Name(s):

Section F ... Server / HERSHEYMED / ePass

File access will be granted at a read/write level unless otherwise specified.

File Path Access

Section G ... Signature hitp://infonet.hme.psu.edu/it/services/accounts/systemsecurity/signature.htm

PFS Team Access:

Please Select

Functionality Required

Please Select

Information Owner Authorization:
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Information Technology Account Request Form

Section H ... PowerInsight

InfoView: Access is granted {o view any report in public folders. Additional access should be selected below and proper authorizing
signature obtained:

[CIScheduling Folder Bonnie Keefer must authorize Scheduling access.

[(IMedical Group Folder Bonnie Keefer must authorize Medical Group access.

[CINursing Department Folder Darla Shehy or Amy McCowan must authorize Nursing Dept access.
[[]JEmergency Department Folder Glenn Geeting must authorize Emergency Dept access

[ ]Other

Folder Authorization as indicated above:

Section J ... Oncore

Security Level:

Information Owner Authorization:

Section K ... REDCap (Training - https://ctsi.psu.edu/?page _id=522)

PSU Access ID: (required) (Your PSU Access ID is your initials and a one to four digit number(userid1234)

Training Method:

Redcap Introductory Training
[(JVanderbilt Tutorials (Tutorial name: )
[(JPeer Training (Trainer Name: )
Date Completed: )

Information Owner Authorization:

Section L ... Remote Access Desktop

Remote Access Desktop will give your non-exempt employee the ability to access the Kronoes time keeping application. Please
initial that you understand and agree to this access. *Required* Manager Initials:
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